[image: image1.wmf]
Information Systems and Services


LBNL ITLC Report

Operational Highlight

April 2004
COMMUNICATIONS AND INFRASTRUCTURE SUPPORT

Email Servers Reduction


LBNL is reducing the number of email servers operating at the Lab in order to reduce the security risks associated with these machines. The number of Lab email servers will be reduced to no more than 25, and the others will be converted or shut down. Each of the remaining servers will go through a certification process to ensure that cybersecurity (virus and spam) measures are in place. 

Wireless Security: Rogue Access Points Detection and Removal

Wireless rogue Access Points that are not authorized and installed by the LBLnet Services Group create a serious cyber security risk for the Lab. The LBLnet Services Group conducts surveys to detect rogue APs, and they are removed as soon as they are discovered.

LBNL Goes Google
The Berkeley Lab internal search page, http://search.lbl.gov/, will soon be based exclusively on the Google search appliance.   After an evaluation of both search engines, ITSD determined that Google is considerably more powerful and precise than the current UltraSeek Lab search engine, which will be phased out over the next several months.
Temporary Password for New Employees
To help new employees get started faster using Lab services like email and calendar, ITSD and the Site Access Office collaborated to make the assignment of "LDAP" passwords a smoother process. New employees who report to the site access office to get their LBNL badges will also be assigned a temporary LDAP password.

APPLICATIONS PORTFOLIO MANAGEMENT

PeopleSoft Financials Version 8.8 Upgrade
Preparation is completed to upgrade nine PeopleSoft Financials modules to Release 8.8. During February and March we completed a long punch-list of high-priority system maintenance work in anticipation of the development freeze that is required for the upgrade. The upgrade project officially kicked off on April 5, and has begun with a series of “discovery sessions” aimed at educating the functional departments on the new features and capabilities of the software, and providing a forum for evaluating the opportunities for the adoption of new features and the abandonment of prior customizations.  The upgrade is scheduled for completion in February 2005.

DOE STARS
We now have the initial crosswalk specifications for the new DOE STARS reporting system, and are implementing the enhancements necessary to provide test data as required by the DOE in late April.  
GELCO Travel Manager and Mainframe Shutdown 
The legacy travel system was the last remaining application running on our outsourced mainframe, so on February 29 we terminated our contract with our mainframe service provider.  As a result, the Laboratory will enjoy a significant cost savings from the elimination of monthly service fees.  We will also benefit and gain efficiency from the eradication of obsolete and difficult-to-support technologies such as COBOL, dBase III, and FoxPro, and an extensive collection of increasingly antiquated hardware and software components that were required for remote communications, terminal emulation, and printing.  With the stewardship of our legacy mainframe applications behind us, we are now better positioned to devote our full resources to our present and future strategic objectives.
Budget System Assessment 
Our cross-functional Budget System Assessment team is continuing its examination of enterprise budgeting and funding requirements.  We are scheduling a series of meetings with other DOE Laboratories to review their budgeting systems.  The team will make a recommendation to management in the August 2004 time frame.  

Sunflower Asset Management System Upgraded to Version 3.7
The Sunflower Asset Management System was upgraded from version 3.01 to version 3.7 in February, 2004.  The Sunflower Asset Management System, referred to as “Sunflower” or “AMS,” is the sub-ledger for Berkeley Lab’s capital equipment [non real] inventory.  Sunflower is also used to inventory and track sensitive or controlled property items.  Sensitive or controlled property items are not capitalized.  The upgrade accomplished four goals:

· Brought the Lab to the vendor’s current version of the application.

· Changes end-user access from a “thick” Windows client to access employing a Web browser.  This is consistent with Berkeley Lab’s business systems strategy to improve ease of use and reduce support and maintenance costs.

· Improved application data integrity by validating location entries against the Maximo system, the official Laboratory location repository.

· Interfaced PeopleSoft Receiving directly to AMS and eliminated the need for an internally developed interface.
Human Resources Information System (HRIS)

The last quarter was spent almost entirely on an upgrade of the HRIS database to Service Pack Level 1. This upgrade was necessary in order to prepare for the upcoming implementation of the PeopleSoft Recruitment system. It was successfully moved to production as scheduled.
U.S. Bank implementation for Procurement Card
LBNL has entered into the UC-system-wide agreement to replace its procurement card service provider with U.S. Bank.   LBNL has modified the Lab’s Procurement Card application to accept transaction files from U.S. Bank and performed end-to-end testing using test data files supplied by U.S. Bank.  All the necessary card setup information has been passed on to U.S. Bank. We are waiting for the UC-U.S. Bank contract to be signed before we can proceed with the next step, running a set of actual transactions charged on a pilot card through the system. These will be closely monitored for a couple weeks before releasing the remaining U.S. Bank cards.

Chemical Management System
Release Two of the Chemical Management System was smoothly rolled out to the users in April.  New functionality included live links from the Hazards Equipment Authorizations and Reviews database (HEAR), automatic email notifications for terminated chemical owners, and the use of handheld barcode scanners for reconciling laboratory inventory.

Request Tracking System

Request Tracker, an open source tool from Best Practical, has been adopted as the standard tool for tracking change requests in Information Systems and Services (ISS).  The tool has been installed, configured and is currently in use on several pilot projects.  A project is underway to convert the MySQL database to Oracle.  In addition, further requirements are being identified for implementation. When required modifications are complete, all ISS projects will convert to the new tool.
DATA WAREHOUSING AND REPORTING

Berkeley Laboratory Information System (BLIS)
The Berkeley Laboratory Information Systems (BLIS) is a multi-year project aimed at providing LBNL users with a “personalized information cockpit” from which they can navigate and gain access to management information. With the success of the pilot project, Phase II of the BLIS project is well underway. New features would include: 

· Remote access to the Enterprise Portal from the internet.

· A Bookmarks channel allowing users to upload their own links to the Enterprise Portal.

· A channel for delivering general announcements to the Lab. 

· Standardized and ad-hoc reporting specific to many levels of science and operations management enforcing accountability.

· A mechanism to provide reporting for the Balanced Scorecard initiative at the lab.  
INFORMATION SECURITY – DEFENSE IN DEPTH

Migration of Critical Applications to De-Militarized Zone (DMZ) Web Services Infrastructure 

A number of critical applications have been migrated to the DMZ secure network infrastructure, including the BLIS portal and IRIS data warehouse reporting system. The security layers of the DMZ consist of a private network, host segregation through a content services switch and protection behind a firewall.  The DMZ architecture enforces security barriers between hosts at differing security and access levels. The barriers isolate the interfaces to hosts like the web servers that are accessible from the internet from private internal hosts containing sensitive data like the database and application servers.
Protection of Sensitive Data in Testing Environments

The Information Systems Security Plan has been updated to include policies and procedures for protection of sensitive data to be used for testing.  There is a potential for exposure of sensitive data, when production databases are copied into non-production environments. In order to obviate this risk, we designed a process for masking sensitive data as part of the copy or cloning process, securing the sensitive data before the database is made available for testing.

Lightweight Directory Access Protocol (LDAP) security improvements 

As more applications take advantage of the Lab's centralized LDAP-based directory for user authentication and profiling, potential security risks increase in parallel with the productivity gains this model delivers.  Many of the applications that accepted LDAP credentials securely were not designed or configured to transmit the credentials securely to the directory server for authentication.  This meant that while the credentials were safe when traveling between the browser and the web server, they were exposed when traveling between the web server and the directory server.  To solve this, we reconfigured our Java application servers to enable encrypted directory connections when transmitting authentication credentials, rewrote our standard Perl module for directory authentication so that it does so using an encrypted connection and updated all standard authentication libraries to use secure connections. These steps drastically reduced the security risks associated with our directory-enabled applications.
AWARDS AND RECOGNITION
Michael Bennett, a senior network engineer in ITSD's Networking and Telecommunications Department, has been named as one of the "50 most powerful people in networking" by NetworkWorldFusion, a Web-based magazine. 

Mike came to their attention through his work with IEEE (the Institute of Electrical and Electronics Engineers). He is involved with efforts to use 10 gigabit Ethernet technology over copper and develop related industry standards. 

Nat Stoddard, a member of the Lab's Help Desk staff, has been selected as the "Help Desk Engineer of the Year" by the San Francisco/Bay Area Chapter of the Help Desk Institute, an international organization of help desk professionals.

Gene Schultz and Jim Mellander of the Lab's Computer Protection Program, along with Carl Endorf of Illinois, have co-authored a book entitled "Intrusion Detection and Prevention." The book was published just before Christmas by McGraw Hill/Osborne. Schultz is an internationally known expert in cybersecurity. Mellander is responsible for running the Lab's intrusion detection system, known as “Bro.” 
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