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ENTERPRISE COMPUTING PLANNING AND MANAGEMENT

Tactical planning to implement the IS 3 Year Program Plan for fiscal years 2004 – 2006 completed on schedule. In the past the business systems’ planning efforts had been accomplished in isolation of each other. While there was a long range strategic plan there was not a long range tactical plan for all business areas. This is the first time that a consolidated business systems implementation plan, jointly developed by IT and sponsors from all laboratory business areas has been recommended to and accepted by the laboratory senior management. The tactical plan will be updated annually.

Operational projects which have lab wide impact, last more than 3 months and require IT support are now under the oversight of the Enterprise Computing Steering Committee (ECSC), whether or not the projects require incremental funding. More stringent project management and status reporting are required for all ECSC projects. Project Directors are asked to identify one time and on-going costs, estimate ROI and have a plan to recognize ROI from the onset. A signed off project charter is a prerequisite to receive project funding. The bi-monthly status reporting must include budget/spending and schedule/milestones as well as highlights on accomplishments and issues. 

COMMUNICATIONS AND INFRASTRUCTURE SUPPORT

LBLnet Upgrades for 10 Gigabits-Per-Second Capability 

http://tscweb.lbl.gov/wiring/wiringupgrade.html
During the last few years, LBLnet has been completing various upgrades to keep pace with network growth. One key element of the current round of upgrades is the LBLnet Backbone, through which all Lab inter-building and Internet-destined traffic must flow. As a part of this upgrade, the 10 GigE router has been installed, connecting LBLnet to ESnet and the world beyond.  

Mozilla Identified as New Standard Browser, Email Client for the Lab 

 After several months of research and extensive testing, the Computing Infrastructure Support (CIS) Department  selected Mozilla as the new Lab standard application for Internet browser

and email client. A Lab-customized version of Mozilla is being phased in as a replacement for the current standard Netscape 4.75, which is out of date and no longer supported by Netscape. 

Rather than “blitzing” divisions with blanket installations, CIS desktop support staff is phasing in Mozilla by installing the application when they are called out to do other work on desktop systems assistance. All computers being purchased through the Lab’s Basic Ordering Agreements are now being loaded with Mozilla as they arrive. Lab employees are discouraged from downloading the 
generic version of Mozilla and have been advised to use the Lab-tailored version, which has customized settings.

Red Hat Linux – Lab Seeking Better Price on Linux Software

First Microsoft announced it was ending pay-as-you-go upgrades, then Apple instituted a similar program. To follow the leaders, Red Hat, makers of one of the most popular versions of the Linux operating system, announced that its Enterprise Linux software will continue to be fully supported with fixes and security patches – but at a price. Because Red Hat has become the                   industry standard for Linux users, including many of the 700 or so at LBNL, the imposition of a $175-per-system annual charge has spurred interest in other options. Among these is a sizeable discount for Red Hat users at all DOE national laboratories, which is currently being negotiated.

Warewulf Cluster Management Tool Rolled out at SC2003 Conference 

http://www.lbl.gov/ITSD/CIS/compnews/2003/November/01.html
At the SC2003 conference on high-performance computing held November in Phoenix, many of the world’s leading vendors of hardware, software and systems had their latest and greatest on display. Among them was LBNL’s Warewulf, a cluster implementation toolkit that facilitates the process of cluster installation and long-term administration on systems running the Linux operating system.

APPLICATIONS PORTFOLIO MANAGEMENT

PeopleSoft Financials Upgrade

Preparation is well underway to upgrade nine PeopleSoft Financials modules to Release 8.8 without either external assistance from PeopleSoft Upgrade Lab or participation of technical consultants on the project team. The upgrade is planned to begin in April 2004 and conclude in February 2005. 

This new version of the PeopleSoft software will allow users to access the laboratory financial systems using a web browser. This is a significant change from our existing environment where client software has to be loaded on workstations.

Budget System Assessment

Our laboratory lacks an enterprise wide budgeting and funding application. A cross-functional team (representing the Scientific Divisions, Finance and IT) is examining the Laboratory’s needs for a new institutional system in the budgeting and funding areas.  This assessment project will include a review of budgeting systems in use at other DOE national laboratories and will culminate in a recommendation to management in the July 2004. This new application is intended to replace several systems currently running centrally at enterprise level and scattered locally in Scientific Divisions.
Termination Notification System 

The Termination Notification System (TNS), which automatically terminates or disables accounts when employees leave the Lab, has been implemented for all LBNL divisions.
When an employee or guest terminates his or her employment with the Laboratory, the Lab's Regulations and Procedures Manual (RPM) requires that the employee's computer accounts and passwords be disabled to help maintain computer security. According to the RPM, Division Administrators are to "Ensure that all user IDs and passwords used by terminating employees and guests are deactivated or continued through a Laboratory sponsor."  The Termination Notification System (TNS) was designed to help automate the account closure process.

. 

I9 Tracking and Reporting

With the increased scrutiny of foreign nationals a new system was implemented to track I9. This system, built as a bolt-on to PeopleSoft Human Resources, will ensure that all active foreign national employees have an I9 on file. An audit process will ensure that all I9 documents are in compliance with federal regulations. 

U.S. Bank implementation for Procurement Card

LBNL has entered into a UC-system-wide agreement to replace its procurement card service provider with U.S. Bank.  This effort will require the creation of a new interface between the U.S. Bank’s system and the Lab’s Procurement Card application. We have participated in several conference calls with U.S. Bank and are in the beginning phase of developing a conversion solution and migration strategy.  The implementation is currently targeted for rollout in the Spring.

Gelco Travel Manager

We are nearing completion of the implementation of the Gelco Travel Manager system.  An assessment of the pilot project concluded that at least initially, Gelco will work more effectively as a centrally operated system (i.e., in the Travel Office) than as a distributed system.  However, Scientific Divisions will still have the option to use the system on a distributed basis if they so choose.  As of February 1, all new trips will be managed in Gelco. The Travel Office is currently closing out all of the in-progress trips in the legacy system. We are planning to shut down the legacy system on February 29. This will terminate our need for outsourced mainframe services.

Integration with DOE STARS

We are working with the DOE to gather requirements for the mandated format changes to our outbound financial feed in order to accommodate its new financial reporting system, STARS, which will replace the DOE’s MARS system.  Initially this will take the form of a back-end crosswalk. We envision a future change to the Laboratory’s chart of accounts for compatibility with STARS after the Financials version 8.8 upgrade is complete. 

PBD Student Programs

In support of the laboratory student intern program, a JAVA based new Student Programs Tracking System was developed to provide participating students with an interface to submit and modify their profiles throughout their careers at LBNL.  

Skills Assessment System (SAS)

To support employee technical skill development and monitor progress achieved over time a skill assessment tool was developed.  The tool allows supervisors to build skill assessment questionnaires for various technical positions by selecting questions from a set of predefined attribute groups. Employees can then take an assessment one or more times and view their own results. Progress made by employees can be assessed over time by viewing the employees’ self assessment results in tabular or graphical report form. Assessment results can also be exported to Excel for further analysis.  

DATA WAREHOUSING AND REPORTING

The Berkeley Laboratory Information Systems (BLIS) pilot went live on December 15. This release is a part of a multi-year project aimed at creating an integrated data warehouse by overcoming current systems’ shortcomings and adopting industry best practices.  

· There are 14 million financial cost transactions in BLIS that go back to 1998. In addition, there are several thousand project transactions and aggregate (rolled up) table records. The overall size of the enterprise data warehouse is over 75GB.

· The pilot release includes 25 reports on finance and HR information, designed to provide the audience a sample of the capabilities and potential of the system. These reports include interactive visualizations, predefined queries and prompt driven detail reports.  Additionally the business intelligence tools adopted (COGNOS) provide ad hoc query capability.

· The enterprise portal (http://myblis.lbl.gov/ powered by uPortal) which is designed to serve as a personalized gateway for institutional web based applications, information and resources will be adopted as a default home page for all new desktops, effective March 15th. It is also one of the applications that all new lab employees are introduced to as part of their orientation session at the lab.
· The enterprise data warehouse is updated nightly to record the changes that took place in the source systems since the last update. Automated reconciliation is run nightly and on demand to ensure that BLIS data stays in sync with its source systems.
· BLIS Phase II effort begins on February 1.  As a part of the Phase II effort, the team will work intensively with 3 adopted divisions at the lab to solve their business reporting needs in order to gather additional reporting requirements on BLIS existing data, to consult on phase II effort and to validate the ROI.

PRODUCTION SERVICES

Information Security – Defense in Depth

In cooperation with the laboratory’s Computer Protection Program operations group, Information Systems and Services (ISS) Department successfully defended against a coordinated security penetration testing exercise launched by the National Security Agency (NSA). We were the only national laboratory able to systematically detect and block the NSA cyber security penetration attempts. This demonstrated the return on investment from a number of recent security initiatives:

· Improved the efficiency and manageability of our security monitoring tools through a series of upgrades.  This effort included enhancements to our security incident logging mechanism along with an audit of the production and development firewall rulesets. Our Intrusion Detection System reporting mechanism is now fully integrated with our host based security reports and notifications. The upgrade also resulted in marked improvements in the efficiency of the firewalls by cutting the total number of monitoring rules by 30%.

· Designed and implemented an automated file transfer system that will allow developers to promote new applications into the secure DMZ (De-Militarized Zone) web services infrastructure without direct login access to production.  This system furthers our goal of eliminating all non-essential access to our production environment.

The information systems security plan has been updated to include a section addressing policies and standards for protection of sensitive data.  The document now contains a risk analysis of the areas where sensitive data could potentially be exposed within the department’s applications and operational infrastructure along with mitigating protections that are in place to safeguard personal data as mandated under SB1386.

SWAT Team

A new tactical operations team was formed with the mission of ensuring that our business systems produce timely, accurate and reliable business information. 

The SWAT team is commissioned to assess, diagnose and triage critical business systems issues for immediate action as well as identifying business systems support improvement opportunities.

The group consists of representatives from IT as well as business areas.
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